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SECURITY STRATEGY DEPENDS
ON THE CLOUD MODEL ONE
PLANS TO DEPLOY.

Adoption of cloud has increased with service provider providing basic selup for security like secure

access, data encryption and basic anti malware protection and guidance to securely segregate the
various networks, configure securely and manage log in a centralized fashion, according to Chandra
Prakash Suryawanshi, Senior Vice President - India & APAC, Aujas.
In this interview with SME Channels, Suryawanshi shares his insights on cloud security and his
company’s potential as a pure play cyber security services player.

How have attitudes toward
cloud security changed in the
recent past?
Chosad secarity has moved from baing in & state
of confusion sbont who owns sxcurity both

for wsing CASR However, adoption of choad
Bas increased with wrvice provides prowiding
Pasic sotup for secanty like seoare aooess, datn
encryption and basc mti mabware profection
and gaklance 1o secandy segrogate the wanous

s

the service pruvider end and end
to dear demascamion. chan contracts, shared
sesponsibility and accountabdity Now toa larpe
extent there is 2 dear ownesship and accoant
abedity establishedd i the business model

As far as Secuniy stesegy s concerned, #
s dependent on the dowd moded ane plaes o
dephoy. Clowd risks e identiliad basx] on the
e poncipies of defornce in depth, driven
by comphance, sensitive dega protoction, user
and acass mansgement wxl fopging  wncd
monmionag,

Insde the organtzation o, i is penerally

P d that IAAS (K asa
Service) & distributed 1o 1T teans, appli

7 curelyand manage kg @
acentralind fRewon

What are some of the major
challenges Aujas help busi-
nesses overcome?
Augass is a pare play cyber secunlly servies
comrny asisting msajor benks, tedecom poo
viders. fimncial imgiutions and seloct govern
roenl departments.

Todday, organizations are undes pressane @
balindng buseess aglity and changing tech
mology with peotection of critica business data,
adentity, access and audit iraeks 25 it moves with

developosent teams and sometinee even with
dient In few cases we have seen elastic 1y,
extermal or web facing structare are masged
by corporate information techaology leams
while development, tost and staging environ

ment see controlhed and socured by application
development leanes. Sometimes they folfow the
guidelines established by IT teams and some:

times it is not whersn it makes & good cse
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npkory business partners anxl
assocales. Coupled with that is the mncreasing
regulaloey pressures s cstomer expecta
e B0 manage control over data. In 2 bid 1o
address and balsoce this organiztions look
W podt technology solution bul techmology
akome cannot sobwe the business probdom of data

i lacks scope wilhout an sppeoprale strategy
and exeoation plan. Here, Augas comes. with
 croes set of service oferings comgeising of
strategy and governance, tochnology deploy
ment and conteo] enplementation, operations
uncl management.

AURS SETVICEs ENCOMpRSSes FMANAZINg com
plance, secarty sl privacy risks, end o end
applcation security lfecyde  managrment,
sdentity and access management, secunty APls
andd dgtal channels, povernance, sufoosation,
choend securily s managed security.

With recent security breaches

like WannaCry, has this made
poople more awars of the importance
of security today?
“The answers is both Yes and No. We have seen
people talking sbout inportance of cyber
secursty afler every major intack, bat we do mot
see 2 follow up in terms of costrol smprovisa
om, nvestment and even a proper long erm
cyber secunily sralegy Bul oeganiztxoms are
esaturing and cyber sxcurity i now g board
howed dliscussion, therefore it is gaineg Exscu
tive dtention skowly sed that oo af the highest

protection, digital dlentity management, third  lewel. Howewes | will il say that corporates
party acoess, risk and compliance, privacy el and g are uncleresti he
“Thomgh sechaclogy is a ph | help, bt de of the prblers. The truth of matser

'

is thatt cybercrme is happemng o an unprec
edonted pace and growing i complexity. The
sevond aspoct is tht ¥ is not just the creation of
unigque paoces of mealware each tene the attack
s hawe automated the wesponzation phitform
and dack web offers consumerization of attacks
by collaboration, capebility shanng and eco
nomic motivation

What is your go to market
strateqy?

Our GTM strategy is very simgle. From 3 safes
perspective, we focus on kverageg exstiog
husiness relatioaships 10 Klentify and ww rew
logns andl doep mene existing accounts W ooss
sell offerings. Our technology pariners ecognize
Aujes’ domain axpestie and pmowte Anjas
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valoe propesition” Abo, Informativn Secunty
Services phiyers also partmer with Aujas foe thoe
expertise and successful global delivery model

What do you think is the poten-

tial of Blockchain technologies
to grow across various domains?
Bockchain technology, 2iso known as distnb
uted ledgers, has a number of polential use cees
and the lechnology has the polential o both
disrupt amd ot the same time ealuanoe processes
and sysierms. Almost every kind of mxlustry
can use hlackehain foe its business and is not
limited o financial sl tochnology donsalns &
populady thought off. Fow of the ese cees which
are already live are smart coptracts, rermitance,
logistacs, degital storage and eKYC. An intorst

ing use case was %0 peolect (he paricy. Several
start-ups, inchuding Ascribe, e working on
blockchain hasad ools 0 hodp manage copy
rights, attsibution and payment for digital media
onsspton. The sccare distributed  kedger
systomn ks @ essicr %o prove sthoeship of
content and possible lo track who has accessed
content. In fact surze of the cyber secunty prob
lenss can also be tackled by using bockchain ke
sevure access, st trad of all actvities of users,
duta encryplion using pessonal keys, kg man
agrment et Who keows o in a decade you can
wote online vin Blocks hesa tochnobogy 1o Bckle
digital voting challenges of tempering and not
bhesmg anonymoss

Cuestion: In the cromded socurity market whal
sets Aujas from the competitors? €23

SME CHANNELS
APRK 2010



